YTBEPXJIEHO

IIprKa3oM reHepaibHOTO IUPEKTOpa
000 TCO «3nHOBLI

Ne 11/0115.12,2017 1

ML.IT.

HHCTPYKIIMS Ne 1
r. Kuposo-Yenenk

AaMUHHCTpaTOpa 6e30MacHOCTH
HHGOPMAIHOHHBIX CHCTEM
MepPCOHATBHBIX JAHHBIX

I. OBHIUE MMOJIOKEHUSI

1.1. Jlannas MHCTpykuus ompejelnseT OCHOBHBIE OO0S3aHHOCTH W TMpaBa aJMHHHCTpaTopa
6e3onacHOCTH HH(OPMAIIMOHHBIX cucTeM nepcoHanbHBIX JaHHBIX OO0 TCO «3uHOBBDY.

1.2. AnmuHHCTpaTOp 6€30MacCHOCTH HH()OPMAITMOHHBIX CHCTEM IIEePCOHANIBHBIX TaHHBIX (l1ajee
— WCII/In) HazHayaeTcsi IpUKA30M T'€HEPAIbHOIO TUPEKTOPA.

1.3. Pemrenne BompocoB obecneueHuss MHGOPMAIMOHHOM O€30I1acHOCTH BXOIUT B MPSMBIE
ciyxebHble 00s13aHHOCTH anMuHUCTpaTopa Oe3omacuoctu UCII/IH.

1.4. Anmunuctparop 6e3omacHoctr VICII[lm oOnamaeT mpaBaMu JOCTyma K JHOOBIM
mporpaMMHbIM 1 anmapaTHbM pecypcaM UCTTH OO0 TCO «3uHOBBD.

1.5. Lenpto 3amuTel UHGOOPMAITHH SBISIETCS:

1.5.1. TlpemorBpallieHue yTEUKH, XUINCHHS, YTPaTbl, MOAAETKH HHGOpMalUH, a TakkKe
HEMPaBOMEPHBIX MEHCTBUN MO YHHUYTOKEHHIO, MOIUGHUKAINH, UCKAXKEHUIO, HECAHKIIMOHUPOBAHHOMY
KONMNPOBAHHIO, ONOKHPOBAHUIO HH(POPMAIKMU, IPEeNOTBpallleHHe JApPYIHX (OpM HE3aKOHHOIO
BMeIIATENLCTBA B HH(OOPMAIIMOHHEIE pecypchl M HH(OPMAIIMOHHBIE CHCTEMBI 00ECIIEYEHHS IIPABOBOIO
pexuMa TOKYMEHTHPOBAHHOM HH(pOpMAIMK KaKk 00beKTa COOCTBEHHOCTH.

1.5.2. 3amTa KOHCTHUTYIIMOHHBIX IIpaB TpakJaH Ha COXpAaHEHHE JHMYHOM TalMHBI U
KOH(HICHIHATFHOCTH IIepCOHATBHBIX TaHHBIX, uMetomuxcsa B ICITn OO0 TCO «3uHOBEI».

1.5.3. Coxpanenue  KOHQHISHIMATLHOCTH  HMHGOpPMalMM B COOTBETCTBHM  C
3aKoHOIaTeIbeTBOM Poccuiickoit Meneparuu.

1.5.4. OGecneuenue mnpaB cy0beKTOB B HH(GOPMAIMOHHBIX IIpolieccax U IMpH pa3padoTKe,
IIPOU3BOJICTBE W IPUMEHEHHH HH()OPMAIIMOHHBIX CHCTEM, TEXHOJIOTHH U CPEACTB UX 00ECIIEYEHH .

1.6. OCHOBHBIMH BHIAMHU yTP03 0€30MacCHOCTH HHPOPMALMOHHBIX CUCTEM SABIIAIOTC:

1.6.1. [IpoTuBONpaBHbIE ACHCTBUSA TPETHUX JIHLI.

1.6.2. Omubounble AeiicTBuUs moib3oBateneit MCIIIH.




1.6.3. Otkasel u c6ou TexHuueckux cpeacts MCIIJIH, npuBonsmme k eé MOAU(DUKALIHH,
OTOKHPOBAHMIO, YHHUTOXKEHHIO HIIM HECAHKUMOHMPOBAHHOMY KOIHPOBAHHIO, A TAKIKe HapyUIEHUIO

IpaBHJI SKCIIyaraiuu OBM u ceteBoro o6opynosanus.

II. TEPMUHBI U OIPEAEJEHMSI

2.1. ABromaTu3upoBanHoe pabodee mecto (APM) — mepcoHAIBHLIT KOMIIBIOTED U
NOJKTIOYEHHBIE K HEMY Tepu(epuiinble yCTpoicTBa — IPUHTEP, MHOTODYHKIMOHANBHEIE YCTPOICTRa,
CKaHephl U T.1.

2.2. AHTHBHpYCHAS 3aIIMTA — KOMIUIGKC Mep, HANpPAaBJIEHHBIX HA IPENOTBPAILCHHE,
obHapykeHHe W 0Oe3BpexkuBanue JeifcTBuil BpemoHocHoro [IO TpH IOMOIIM AHTHBHUPYCHBIX
IIPOrpaMMHBIX MPOAYKTOB.

2.3. AHTHBHPYCHBIII IPOrPAMMHBIIT MPOXYKT — MPOrPaMMHBIH [AKET, IpeHA3HAUYeHHBIH 1UIs1
>QbexTHBHON 3amUTHL, IepexBaTa U yOAlCHHWs W3 ONEPAMOHHON CHCTEMbl KOMITBIOTEpA
MaKCHMaJIbHOTO KOJINYECTBA BPEIOHOCHBIX (MJIU IOTEHIIHATIFHO BPEIOHOCHBIX) IPOTPAMM.

2.4, BiiokupoBanue NepPCOHAJBHBIX [JaHHBIX — BpPEMEHHOE IMpEKpalleHue o0paboTKH
NEPCOHANBHBIX IaHHBIX (32 MCKIIIOUYCHHMEM CIIydaeB, eciid o0paboTka HeoOXomuma sl YTOYHEHHUS
NEPCOHANBHBIX NaHHbIX) (cm. 3 D3 PD om 27.07.2006 2. N 152-D3 « O nepconanbhblx OaHHbIXY).

2.5. loetyn k HH(pOPMAHU — BO3MOXKHOCTh HOJIYYeHUS HHOOPMALMH H €€ HCIIOJIL30BAHUS
(cm. 2 @3 PO om 27.07.2006 e. N 149-D3 «O6 ungopmayuu, undopmayuoHHelx mexHor0Uusx u
3auyume uHgopmayuy).

2.6. 3amura uHpopMALNU — IEATENHHOCTH 110 NPEAOTBPAIICHHIO YTEYKH HH(DOPMAILHH,
HECaHKIMOHUPOBAHHBIX W HENpeIHaMEpeHHBIX BO3AEeWCTBHN Ha HH(OPMAIUIO, TO €CTh Ipolece,
HaIlpaBJICHHBIN HA JOCTHIKEHNE NHPOPMAIMOHHOM O€30I11aCHOCTH.

2.7. Audopmanuss — cBeneHus (CooOIIeHHS, MaHHBIC) HE3aBUCUMO OT (OpMBI HX
npexacrasienust (cm. 2 @3 PO om 27.07.2006 e. N 149-D3 «0O6 unpopmayuu, unpopmayuorHulx
MEXHONI02UAX U 3aujume UHGopmMayuu»).

2.8. Uudopmanuonnas cucrema mnepcoHaabHbIX AaHHbIX (UCII[AH) — coBokymHOCTH
comepkammuxcsi B 0a3ax JAaHHBIX I[IEPCOHATBHBIX JaHHBIX M O0OECIeunBaromuX uX 00paboTKy
UH(GOPMAIIMOHHBIX TEXHOJIOTUM U TeXHUUYECKUX cpencts (cm. 3 @3 PD om 27.07.2006 . N 152-D3
«O nepcoHanbHbIX OAHHBIX»).

2.9. HecankuuonnpoBanubiii goeryn (HCJ/I) — moctynm k umuQopmaiuu, XpaHsimencs Ha
pa3IMYHBIX THIAX HocuTesel (OyMakHBIX, MAaTHUTHBIX, ONITUYECKUX U T. JI.) B KOMIIBIOTEPHBIX 0azax
JaHHBIX, (aOBBIX XpAaHWIHIIAX, apXHWBaX, CEKPETHBIX YaCTIX W T. J. Pa3IMUYHBIX OpraHU3arui

yTEéM M3MeHeHHMs (MOBBILLIEHUS, anbcu(UKaim) CBOUX IIPaB JOCTYIIA.




2.10. Hocurear undopmManuu — mr000i MaTepuambHBIM OOBEKT WM Cpena, HUCIOJIb3yeMBbIi
TUTS. XpaHEHMsI WITH Tiepeadd HHGOpMaIlnH.

2.11. O6padoTKa MepcoOHANbHBIX JAHHBIX — JJI000€ NelcTBUE (Omepaliys) Wik COBOKYITHOCTh
IeHcTBHU (omeparuii), COBEpIIaeMbIX C HCIOJNB30BAHHEM CPEACTB aBTOMAaTH3aluu Wik 0e3
WCTIONB30BAHUSI TAaKUX CPEICTB C TMEpPCOHATBHBIMH JaHHBIMH, BKIouas cOop, 3aluch,
CHUCTEMATH3aII0, HAKOILJIEHHWe, XpaHeHWe, yTouHeHHne (OOHOBIEHHE, W3MEHEHHE), H3BIIECYEHHE,
UCTIONTb30BaHME, Iepefady (pacmpocTpaHeHHe, MpelocTaBleHue, MOCTyl), o0e3uyuBaHUE,
OJIOKUpOBaHWe, yIaJIeHue, YHUUTOXKEHUE MePCOHATBHBIX NaHHBIX (cm. 3 @3 PO om 27.07.2006 2. N
152-D3 «O nepconanvHbiX OAHHBIXY).

2.12. IlepconajbHble JaHHBIE — JII0Oast nHGOPMAIIUSL, OTHOCSIIASACS K MPSIMO HJIA KOCBEHHO
OTIpe/IeICHHOMY MM OTipefieNiieMoMy (U3MUecKoMY JUIY (CyOBEeKTy NMepCOHaIbHBIX JaHHBIX) (cm. 3
D3 PD om 27.07.2006 2. N 152-D3 «O nepcoranvHblX OGHHBIX»).

2.13. CpexcrBo 3amutsl uHpopmanuu (C3U) — TexHHUecKkoe, NPOrpaMMHOE CPENCTBO,
BEILECTBO ¥ (M/IM) MaTepHall, MpeIHa3HaYeHHbIe HIIKM UCIIOIb3yeMbIe IS 3allUThl HHPOPMAIIHH.

2.14. Yrpo3bl Ge3onacHOCTH NepcoHATbHBIX AaHHBIX (Y BII/IH) — COBOKYIIHOCTE yCIOBHH 1
(aKkTOpOB, CO3MAIONINX OMACHOCTh HECAHKIMOHHPOBAHHOIO, B TOM YHCJE CIy4YalHOro, HOCTyIa K
MEPCOHANBHBIM  JaHHBIM, PpE3yJNbTaTOM KOTOPOIO MOXKET CTaTb YHHYTOXXEHHME, HM3MEHECHHE,
6I0KHpOBaHKe, KOMMPOBaHKE, MPEJOCTaBIEeHUE, PACcIIPOCTPAaHEHHE MEPCOHANBHEIX JaHHBIX, a TaKkKe
HHBIE HEMpaBOMepHbIe NefcTBHUS Ipu UX 00paboTke B MHPOPMALMOHHOH CHUCTEME IIE€PCOHATBHBIX
naHHBIX (cm. 19 @3 PO om 27.07.2006 . N 152-D3 «O nepcoHanbHbIX OAHHBIXY)

2.15. YHHYTOKeHHE MEePCOHATBHBIX JaHHBIX — JEHCTBHSA, B pE3yJIbTaTe€ KOTOPLIX CTAHOBUTCS
HEBO3MOKHBIM BOCCTAHOBHTH COJIEp)KaHHE TEPCOHANBHBIX TaHHBIX B HH(GOPMALlMOHHOM CHCTEME
NEePCOHANBHBIX JNAHHBIX WU (MJIM) B Pe3yJbTaTe KOTOPBIX YHHYTOXAIOTCH MaTepuanbHble HOCHTEIN

HEPCOHAILHBIX MaHHBIX (cm. 3 @3 PD om 27.07.2006 2. N 152-D3 « O nepconanbHblx OGHHBIX ).

I1I. OBIIIUE OBA3AHHOCTHU

Anmvunuctparop 6ezonacaocty CIIT/IH 0643aH:

3.1. 3HaTh mepeyeHb CBEIEHUM, COCTABMISIOMNX ePCOHANBHBIE JaHHBIE U yCJIOBUS 00paboTKH
nepcoHanbHBIX JaHHBIX B OO0 TCO «3uHOBBD.

3.2. 3gaTh nepedyenb ycranoBieHHBIX B oTaerax OO0 TCO «3MHOBBD) TEXHUYECKUX CPENICTB,
B TOM UHCIIE CBhEMHBIX HocuTeneit, koHurypamuto MCII[lH u nepeueHs 3amad, pemraeMbiXx ¢ e€
HCII0JIb30BaHUEM.

3.3. Onpenensate moaHoMouusi mnose3oBareneit MCIIJIH (odopmiieHHe pa3pelnuTenTbHON
CHCTEMBI JOCTyIa), MUHHMMAILHO HEOOXOIAMMBIX MM IS BBIIOJIHEHHS CIIYXKEOHBIX (TPYIOBBIX)

00s13aHHOCTEH.




3.4. OcymecTBIsITh YYET CHEMHBIX MAIIMHHBIX HOcuTened MH(OpManmu, MX YHHUYTOXKEHHUE,
60 KOHTPOIb MPOLELYPHl HMX YHHUTOXeHHs, BecTH (OKypHan ydera MamIMHHBIX HOCHTEICH
uadopmarmy» ([Ipunoxenue 2).

3.5. OcymecTBIATh y4YéT M IIEPUONUYECKHH KOHTPOJbL HaI COCTaBOM M IIOJIHOMOYHSAMH
[OJIb30BaTelIEl aBTOMATH3HPOBAHHBIX pabounx MecT (Hanee APM).

3.6. OCyIIecTBIATH ONEPaTHBHBIN KOHTPOIb 33 paboToil mok30BaTeneli sammménnsx APM n
aJeKBaTHO PearupoBaTh Ha BO3HHUKAIOIIME HEIITATHBIe CUTyallnH, GuKcupoBaTh ux B «KypHaie yuera
pa6ot B UCIIn» (Ilpunoxenue 4).

3.7. BIoKHUpOBaTh DOCTYI K IIEPCOHATBHBIM JAHHEIM MpH 00OHAPY)KEHWH HAPYIIECHHH MOpsiiKa
ux 00paboTKH.

3.8. PearupoBaTh Ha IONBITKM HECAHKIMOHMPOBAHHOIO JOCTyma K HWHOpMaluu B
ycranoBneHHOM U1 VIII HacTosmeidt MHCTpyKITHU MOpsIIKe.

3.9. VcraHaBIuBaTh M OCYIIECTBIATh HACTPOUKY CPEICTB 3aIUThl MH(pOpMALMK B paMKax
KOMIICTCHIIHH. &

3.10. TTo Mepe HEOOXOAUMOCTH BHOCHTH H3MEHEHHS B KOH(GUIYPALUIO TeXHHYECKHX CPEICTB
WUCIIJIn, oTpakaTh COOTBETCTBYIOIIHE H3MeHEeHHS B «TeXHHYeCKOM MacropTe HH(pOopMaMOHHOK
CHUCTEMBI TIEPCOHATBHBIX JaHHBIX).

3.11. OcymiecTBIsITh HEIOCPEICTBEHHOE YNpaBICHWE M KOHTPOJL PEKUMOB paboThl
¢yaxuwonupoBanuss npumeHsemblx B WCIIJIH cpencTB  3aIluThI HH(GOPMAaLUH, OCYIIECTBIATH
IPOBEpPKY HPABMIILHOCTH MX HACTPOUKH (BEIOOPOYHOE TECTUPOBAHHE).

3.12. [lepHoauyecku KOHTPOJIMPOBATH [EIOCTHOCTh Mevaredt (oMo, HakJIeeK) TEXHUYECKHUX
CPEJICTB, UCTIOJIB3YEMBIX 1711 00paboTKA MEePCOHAIBHBIX NaHHbIX.

3.13. IlpoBoauth paboTy MO BHIABIEHHIO BO3SMOYKHBIX KaHAJIOB YTEUKH NIEPCOHATBHBIX IAHHBIX,
H3y4aTh TEKYIIHE TEHACHITUH B 00JIaCTH 3allUThl IePCOHANBHEIX JTaHHbIX.

3.14. IlpoBoauTh pa3OMpaTeNIbCTBA M COCTABJICHHE 3aKIIOYCHUH IIO (axram HecOOIIONEHUS
YCIIOBUH XpaHEHUs HOCHTEJNIEH IEePCOHATBHBIX IaHHBIX, HAPYIIECHUS TPABHI paboThI C TEXHHYECKUMHU
u nporpammubiMu cpencteamu MCIIIH, B TOM 4Yucie €O CPeACTBAMH 3aIUTEL uH(popMaIuK, HiId 110
IPYTEM HapyITeHHsIM, KOTOPbIE MOTYT TIPUBECTH K CHIKEHHIO YPOBHS 3aIMINEHHOCTH [EPCOHATEHBIX
JTAHHBIX.

3.15. llpenocrasnsare moctyn Kk WCII[IH HOBBIM IOJB30BATENAM, TPEAOCTABIATE HM
BO3MOYKHOCTb 3ajJaTh Iapoib, COOTBETCTBYIOIHII TpeboBaHMAM HacTtosiueil MHCTpyKIMH H

<<I/IHCprKHHI/I I10JIb30BaTECJIA I/IH(bOpMaHI/IOHHOﬁ CUCTEMBI IICPCOHAIBHBIX MaHHBIX» Ne oT

3.16. IIpou3BOAMTE MEPOMPHSTHS IO BHENNAHOBOH CMEHE MapoyeH.




3.17. BHOCUTH IIJIAHOBBIE M BHEIJIAHOBHIE W3MEHEHHWS B YUETHYIO 3allUCh II0JIb30BaTelNei
WUCII[x, B TOM 4YHCIIE TO TpeOOBaHWIO PYKOBOAMTENSA CTPYKTYPHOTO TOIApa3fe/ieHUsA W B Ciydac
YBOJIbHEHHUSI COTPYAHUKA.

3.18. OcylIeCTBIATh MEPHONUECKOE Pe3epPBHOE KONMPOBaHUE 0a3 MEepPCOHANBHBIX NaHHBIX U
CONYTCTBYIOIIEH 3ammuiaeMoil HHGOpMalMu, a Takke OCYIISCTBISITH BHEIUIAHOBOE CO3JaHUC
pe3epBHBIX Komuil o TpeGopanmio mosb3oBareneii MCIIJ[H u B HHBIX CIy4asX, Korja oTo
HEOOXOIUMO I 00eCIIeUeHHsT COXPAHHOCTH MIEPCOHANIBHEBIX JaHHBIX.

3.19. OcyIecTBIATh BOCCTAHOBIEHHE WH(POPMAIMM M3 PE3EPBHBIX KOMMH M0 TPeOOBAHHIO
nosns3oBareneil UCIIIH u B MHBIX CITydYasx, KOT/a 3TO He0OX0AUMO JIJIsi BOCCTAHOBJICHUSI YTPaueHHbIX
CBEIICHUH.

3.20. XpaHuTh AUCTPHOYTHBBI MporpaMMHOro obecmedenus, ycranosnenHoro B VCIIJIH, B
TOM 4Hcle JUCTPUOYTHBBI ~ CPEACTB  3alIUTBl  MH(POpPMAIMK, B  MeECTe, HCKIIOYAIOLIEM
HECAHKIIHOHUPOBAHHBIA JOCTYI K HUM TPETHUX JIUIL.

3.21. BHOCHTH CBOW MPEIIOXKEHHS II0 COBEPIIEHCTBOBAHHMIO MEp 3aIlUThl TePCOHANBHBIX
nauaeix B UCIIJ(H, pa3paboTke W NPHHATHH Mep IO IMPEAOTBPAIICHHIO BO3MOXHBIX OTACHBLIX
[OCNIECTBHI HapyNIEHUH, NPHUBOIINX K CHIDKEHMIO YPOBHS 3allUIIEHHOCTH IEPCOHATBHBIX
JTAHHBIX.

3.22. 3aHUMATECS OOCIYKMBAHMEM YCTAHOBICHHBIX CPEJCTB KPHITOrpaQUYeCKOH 3alluThl
pH(OpMAIKH (B TOM YHCIIE IEPCOHANBHBIX JaHHbIX).

3.23. 3HaTh 3aKOHOMATENLCTBO P® 0 3ammTe NEPCOHATBHBIX MaHHBIX, CIECIUTL 3a Cro
H3MEHEHHSIMHU.

3.24. BRmoNHATh HHBIE MEPOIPHUATHS, TpeOyeMbple TEXHHMYSCKUMH H IMPOrpaMMHBIMU

cpencreamu VICTI[{H Uit moanepkanus uX (yHKIMOHUPOBAHHU.

IV. OPTAHU3ALINSA AHTUBHUPYCHOM 3AIINTHI

4.1. K ucnonpzoanno B OO0 TCO «3uHOBBDY JOIIYCKAIOTCS TOJBKO JIMIIEH3HOHHbBIC CPEICTBA
AHTHBHPYCHOM 3aIIUTHI, EHTPAIH30BaHHO 3aKYTIIEHHBIE Y Pa3spabOTYNKOB MK MOCTABIIMKOB TaHHBIX
CPEeICTB.

4.2. YcTaHOBKA CPECTB aHTHBUPYCHOIO KOHTPOJIS Ha KOMIIBIOTEPAX H CEpBEpax HCITTa OO0
TCO «3uHOBBI» OCYIIECTBIAETCs aqMuHucTparopoM bezonacrocti UCII/IH HIH O/ €10 KOHTPOJIEM,
HACTPO#KAa [AapaMeTpOB CPENCTB AHTHBUPYCHOTO KOHTPOJISI OCYIIECTBIISIETCS B COOTBETCTBHH C
PYKOBOICTBAMH 110 IIPUMEHEHMIO KOHKDETHBIX aHTUBUPYCHBIX CPEACTB H TpebGOBaHUAMH
HopMaTHBHEIX 1oKyMeHTOB @CTOK P® B 065acTi 3aiinTel NEPCOHATBHBIX TaHHBIX.

4.3. AHTMBUPYCHBI KOHTPOJBb JOJUKEH OBITh HACTPOCH B PEXKHME [IOCTOSIHHOW aHTHUBUPYCHOMN

3allIUThL.




4.4. Ob6sa3aTrelbHOMY aHTUBHPYCHOMY KOHTPOIIIO MOMIEKHUT Jrobas nHGopManus (TEKCTOBbIE
¢baitnel moOBIX (GopmaroB, Qaliael TaHHBIX, HCIONMHSEMble Qailiel), xpamsmascs Ha APM,
nepejamoIascs o CeTH, a Takke HHbopMalus Ha ChEMHBIX HocuTensx. KoHTponb Bxonsiei
uHbOpMAaIIUU TOJKEH OCYIIECTBIATHCS aBTOMATHUYECKH, HEIOCPEeNCTBeHHO mocie e€ mpuéma. Ilpu
nepenave ¢ailoB, 3aaKOBAaHHBIX B apXHUBBL, 0€3 WX pacIIaKOBKH, JOJDKHA BPYUHYIO HHUIIUHPOBATHCS
AQHTHBHUPYCHAs POBEpKa 3TUX apXHUBOB.

4.5. Ilpouenypa obHOBIEHUST 6a3 cpelncTBa aHTUBUPYCHOH 3aIlMTHI JIOJDKHA IPOBOAMTHCS B
aBTOMartndeckoM pexunme He pexe 1 (Omnoro) pasza B nerp Ha Bcex APM HCII/Ix, paboTaromux B
cetH, He pexe 1 (OxHoro) paza B Heaemo ais Becex APM UCIIJIH, paGoTaromux aBTOHOMHO.

4.6. YcranaBnmuBaeMoe  (M3MeHseMOe) IporpaMMHOe — obecriedeHue  JODKHO  OBITh
MpeIBapUTENbHO MPOBEpPeHO aiaMuHucTparopoMm OezonmacHoctd WCIIJ[H Ha mpenMer OTCYTCTBHA
BPEJOHOCHOTO IIPOTrPaMMHOT0 00eCIIeUeHHUS.

4.7. lloaxmroyaeMble K KOMITBIOTEPY BHEITHHE YCTPOMCTBA M HOCHTEIH MH(GOPMALUH JOJDKHEIL
MPOBEPSThCs aHTUBUPYCHBIM 11O HEnocpeACTBEHHO MOCIIE MOAKIIIOYEHH. ’

4.8. Ilepuoquyecknii KOHTPOJIb 3a COCTOSIHAEM AHTHBHUPYCHOM 3amuThl (0OHOBIEHHE
AQHTHBUPYCHOU TPOrpaMMBbI U aHTUBHPYCHBIX 0a3, a Takike MpoBepKa paboTOCIIOCOOHOCTH CPEICTB
agtuBupycHoit 3amutel) B MCIITH OOO TCO «3uHOBBI», OCYIIECTBISETCS AIMHHHCTPATOPOM
oesomacuoctu MICIT[IH m BceMH MOMKHOCTHBIMH JIMIIAMHU, HACTPAUBAIOIIUMHU M COIIPOBOXKIAIOIIUMH

cpencta antuBupycHoit 3amuTsl B ICII[H OO0 TCO «3uHOBBDY.

V. OPTAHM3AIIUS ITAPOJIBHOM 3AIIUTHI

5.1. BpeMmeHHBIl [apoib, 3aJaHHbBl agMHHACTpaTopoM OesomacHoctr MCII[IH  1ipu
pETHCTpalii HOBOT'O II0JIB30BaTEN, JODKEH ACHCTBOBATL B TEYEHNE OTPAHMYCHHOIO CPOKA BPEMEHH.
[Tonp30BaTens JOMKEH H3MEHUTh BPEMEHHBIN 1apoJIb IIPU IIEPBOM BXOJI€ B CHCTEMY.

5.2. OneyaraHHble KOHBEPTHI (TI€HANBI) C MApOJIIMH COTPYAHHKOB IOJDKHBI XPaHUTHCS B
ceiibe, K KOTOPOMY HCKITFOUEH H0CTyI Apyrux coTpyaHukoB OO0 TCO «3uHOBBI» U TPETHUX JIHLL.
Jliga onedyaTbiBaHHS KOHBEPTOB (II€HAIOB) [OJDKHBI IPUMEHSATHCA JIHYHBIC I€YaTH BIIAIE/IbLEB
naposielil (IIpH MX HaIHYWH), TU00 Hedars agMuHHCTparopa 6esonacnoctu MCII/{H. Bee xoHBEpTEI
(meHanel) ¢ mapoyisiMH B o0si3atenbHOM Topsnke ¢ukcupyiorea B «JKypmane yu€ra maposei
HOJB30BaTelel HHPOPMAIIMOHHON CHCTEMbI TIePCOHANIBHBIX JaHHBIX» ([Ipunoxenue 1).

5.3. B ciydae mpeKpalleHus! MOJTHOMOYHH I10JIb30BaTeNs (yBOJNLHEHHE, MEPEXO HA IPYTYIO
paboTy U T.0.) JOJDKHO IPOU3BOAUTHCS HEMEIEHHOE yNAlCHHE €ro y4YE€THOM 3allHCH cpasy Iocie
OKOHYAHHMSI ITOCIICIHET0 ceaHca padoThl IaHHOTO [0JIB30BATEN C CHCTEMO.

5.4. Cpounasi (BHeILIaHOBasl) IIOJHAs CMeHA IapoJied MOJDKHA ITPOM3BOJMTBCS B Cilydae

HpeKpalleHus TOTHOMOYHi (yBOJBHEHHE, Iepexol Ha Apyryro paboTy W T.I.) OTBETCTBEHHBIX 3a




OpraHu3anuo o0paboTKU NMEPCOHATBHBIX JAAHHBIX, aAMHHUCTPATOPOB HHPOPMAIHOHHON CHCTEMBI U
JIpPYTHX COTPYAHHKOB, KOTOPBIM I10 POLy paboThl OBLIM MPeI0CTaBICHBI IIOJTHOMOYHS 10 YIPABICHUIO
CHCTEMOM NapOIbHOM 3aIUTHL

5.5. Anmunuctparop OesonacHoctu WMCII/In Benér «KypHan ydera maposeil moyb3oBaTels
HH(POPMAIIMOHHOH CHCTeMBl TEepCOHANbHBIX aaHHbIX» ([Ipunoxenwme 1), B KOTOpOM OH OTMEYaeT

IIPUYUHBI BHEIIJIAHOBON CMEHBI IIapOJIEH MOJIb30BaTENEH.

VI. IOPAJOK PABOTbBI C MAIIMHHBIMU HOCUTEJIAMU HEPCOHAJIBHBIX
JAHHBIX

6.1. Ilon MamMHHBIMH HOCHUTEISIMH B HACTOSIIEH HWHCTPYKIIMU IMOHUMAIOTCS CIIEAYIOINHE
HOCHUTEIN HH(POpPMaLUU:
6.1.1. muCKeTHI;
6.1.2. ontuueckue aucku (CD, DVD) onHOKpaTHOH U MHOTOKPAaTHOH 3alluCy;
6.1.3. oneKkTpoHHbIe HaKOTHUTENN HHDOpMAaITHH ((IAUI-NaMsITh, ChEMHbIE KEeCTKUE TUCKH).

6.2. MamuHHELIE HOCHTENH, COAEpIKaIlie MepcOHATbHBIE NaHHBIE, MOAJIEKAT 0043aTeIbHOMY
yuery aamuuucTpatopoMm OesomacHoctn MCII[IH B «KypHame ydyera MAalIMHHBIX HOCUTEIEH
uHdopmarmmy (ITpunoxenue 2).

6.3. Hocutenu, coaepkamipe IIepCOHAIbHBIE NAHHBIE, [JOJDKHBI HMMETh CIEIHAIBHYIO
MapkupoBKy. THII MApKHPOBKH BEIOMpaeTcst arMUHICTpaTopoM Oe3omacaoctu MCIT/ .

6.4. Hocutenu NOIDKHBI XpaHUTBCS B ceife, pacmomoxeHHoM B nomemenun OO0 TCO
«3HHOBBI», H U3BIMATHCS TOJBKO IS BBIMOJIHEHHS JTOJDKHOCTHBIX 00S3aHHOCTEH.

6.5. IIpy MOCTYIUIEHHH HOBOTO MAIIMHHOTO HOCHTENs, KOTOPBIA OyNeT HCIOIb30BAThCS IS
XpaHeHHs WIM [epelayd IEepCOHANbHBIX MJaHHBIX, aaMuHHcTpatop OeszomacHoctu MCIIH
perucTpupyet ero B «XKypHale ydeTa MallMHHBIX HOCHTEIICH).

6.6. YdeT BbIauM MallMHHLIX HOCHTENEH BenéTes B «)KypHane ydera MallMHHBIX HOCHTENIEH),
B KOTOPOM YyKas3blBaeTcss MAapKHpOBKa HOCHTeNd, Jara, BpeMsd, (amuiuds, HUMS H OTYeCTBO
JIOJDKHOCTHOT'O JIMIIA, MOJYYUBIIET0 MaTepUalbHbBIM HOCUTEIb, €r0 ITOAIHUCE.

6.7. B cny4ae Bo3Bpara IOJDKHOCTHBIM JIMILOM MaIIMHHOTO Hocutena B «XXypHane ydvera
MAIIMHHBIX HocuTelel» agmuaucTparopoM OesomacHocTd VCII[IH mpocraBiseTcss OTMETKa O
BO3BpaTe C yKa3aHWeM JaThl, BDEMEHH BO3BpaTa, TMYHBIX NMOANHUCEH mepenaroled u MPHHUMAIOIIEeH

CTOPOHBL

VII. PA3TPAHUYEHUE JOCTYIIA 110Jb30BATEJIEN K UH®OPMALIMOHHBIM
PECYPCAM U CPEACTBAM 3AIIUTHI MHO®OPMAILIUHU

7.1. 3amuTa ot HECAaHKIIMOHUPOBAHHOTO JTOCTYIa OCYIIECTBIISACTCA:




7.1.1. Nnentudukanueil n NpoBepKoi MOIMHHOCTH monb3oBarteneit UCII/Ia npu nocryme
K uHpopmarmonHbM pecypcam OO0 TCO «3HHOBBIY.
7.1.2. PasrpanndyeHueM Jnocrtyma K oOpabarbiBaeMbIM 0Oa3aM JaHHBIX. Iloiab3oBarenb
WCIIIn uMeeT IOCTyN TOJIBKO K TeM HH(OPMAIMOHHBIM pecypcam, KOTOpPbIE Pa3pelleHsl JJisS HETO
cormacno 1npukasy pykosoxurens OOO TCO «3uHOBBIY. JIJIT OCyIIECTBIEHHS] AOCTyma K
HHQOPMALMOHHBIM pecypcaM, aaMUHHCTpatop OesomacHoctu MCII/IH Ha3HayaeT KOHKPETHOMY
nonb3osarento UCII/IH uneHTHGHIMpYIOee UM MTOJIb30BATENs B IEPCOHATbHBIH naponb\ JIOCTyTIA.
7.2. Anmunauctparop Oe3onmacHoctn MCII[IH JO/DKEH OCYIIECTBIATH MEPOIPHSTHS 110
oOecreyeHNI0  3alMThl  MHPOpPMANMOHHBIX  pecypcoB OO0  TCO «3UHOBB»  OT
HECAHKIIMOHUPOBAHHOI'O JNOCTYIIA U HENpeIHaMepeHHBIX U3MEHEHUHN U pa3pylIeHuil, a Takke UMETh B
HaJIMYUH CPEINCTBA BOCCTAHOBIICHHS, pE3€pBHbIE KOIUH, IPeAyCMaTpPUBAIONINE MNPOLEIYPY

BOCCTaHOBJICHHSI CBOMCTB HH(POPMAIIMOHHBIX PECypcoB mocie cboeB M OTKa30B 000PYI0BaHMUSL.

VIII. ZENCTBUS ITIPH OGHAPYKEHUH IMONBITOK
HECAHKIHMOHUPOBAHHOT'O JOCTYIIA
8.1. K monpiTkaM HECAaHKIIMOHUPOBAHHOTO JOCTYIa OTHOCSATCS:

8.1.1. ceancrl pabotrel ¢ UCII[IlH He3aperucTpUpOBAaHHBIX IIOJAB30BATENEH, HIIH
MOJIb30BaTeNiel, HApYLIMBIIUX YCTAHOBJIEHHYIO TEPUOAMYHOCTh [OCTYId, WM CpPOK JAEHCTBHUA
MIOJTHOMOYHH KOTOPBIX UCTEK, WU IPEBLIMIAIONINX CBOH IOJTHOMOYHS 110 JOCTYIlY K JaHHBIM;

8.1.2. meficTBUS TPETHETO JIUIA, MBITAIOIIErOCs MOMYUUTh JOCTYI (MM YK€ MOJIyYUBLIETO
moctym) k HWCII/la, mTpw UCMONB30BaHWM YYETHOM 3allkdCH  aJIMHUHUCTpaTropa WIH  JAPYroro
nonb3oBatens MCIIJla, meTtomoM mombopa mapojs, HCIOIB30BAaHUSA MApOJs, pasrIall€HHOIO
BIIaJIeNIbLIeM YUETHOHN 3aIiCH WM JIFOOBIM APYTUM METOIOM.

8.2. Ilpu BeIABICHUM (paKTa HECAHKIIMOHHPOBAHHOTO IOCTYyIla aJIMUHUCTPATOp 0€30IIaCHOCTH
HCIIIn obs3an:

8.2.1. mpekpaTuTh HecaHKIMOHKUpOoBaHHbIH noctyn k MCIIIH;

8.2.2. nonoxurs pykopomuremo OO0 TCO «3uHOBBIY cily)keOHOH 3amuckoil o (dakre
HECAaHKIIHOHHPOBAHHOTO JOCTYIa, €ro pe3yibrare (yCIeIIHbIH, HEYCIIEINHBIH) M IpeIIPUHATHIX
e CTBUSX;

8.2.3. U3BECTUTHh PYKOBOIHUTEISI CTPYKTYPHOTO TOIpa3leieHus, B KOTOpoM paboTaer
[OJIb30BaTeNlb, OT HWMEHH YYeTHOH 3allucCH  KOTOpPOro OblIa  OCYyIIECTBIEHA IONBITKA

HCCAHKIIMOHHUPOBAHHOT'O IOCTYyTIIA, O (baKTe HECAaHKIMTUOHUPOBAHHOT'O JOCTYIIA,

IX. ITPABA

Anmunuctparop 6ezonacHoctu MCII/In umeet npaso:




9.1. Tpebosare or monb3oBareneidt VICII/IH BBIMOTHEHHS WHCTPYKIMN B 4YacTH pabOTHI ¢
IpOrpaMMHBIMH, anmnapaTHeiMu cpeactsamu MICITJIH 1 mepcoHaTbHBIME TaHHBIMH.

9.2. broxupoBaTh HNOCTYI K MEPCOHATHHBIM JaHHBIM JIOOBIX II0JIL30BATEIEH, €CIH 3TO
HeoOXOMUMO [UIs IIPEIOTBPAIICHUS HAPYILECHUS PEKUMA 3aIUThI TEPCOHATBHBIX JTAHHBIX.

9.3. [IpoBOOUTE BHENJIAHOBHEIE AHTUBHPYCHBIC IIPOBEPKH [PH BO3IHMKHOBEHHH YIPO3EI
MOSIBJIEHUS BPEJIOHOCHBIX IIPOTpaMM. ~

9.4. Ilpon3BooUTh, IEPUOAUYECKHE IIOTMBITKA B3JIOMA MapoJiel IoJb30BaTeled B MeENsX
TECTUPOBAHUS CHUCTEMBI KOHTPOJIA JOCTyIla HAa HAJM4KE ysa3BUMOCTel. B ciiydae ycrnemHol TONBITKH
— BIIpaBe TpeOOBATh y [10JIB30BATEINS U3MEHEHHUS TTAPOJISL.

9.5. IIpoBogute cioyxeOHBIE paccieNoBaHUS M ONpaIlMBaTh I[OJb30OBaTeNed mo (akram
HEecOoOIIIOIeH s YCIIOBUI XpaHEHHs HOCUTENIEH epCOHAIbHBIX TaHHKIX, HApYIIeHUs paBui paboTsl ¢
TeXHHYECKMMH M IporpammHbeIMu cpeactBamu VCIIJ[H, B TomM dYHCIe CO CpeACTBAMHU 3allUTHI
uHbpopMalKi, MIM 10 APYTUM HapyLIEHUsIM, KOTOpBIE MOTYT IPUBECTH K CHI)KEHHIO YPOBHSA

3AIIAIIEHHOCTH TIIEPCOHAIbHBIX JIAHHBIX.

X. OTBETCTBEHHOCTD

10.1. Anmunuctpatop MCII/lH HecéT mnepcOHAIBHYIO OTBETCTBEHHOCTH 3a COOIIOZEHHE
TpeGoBanmii HacTosnel MHCTpyKImy, 3a cpencrea 3amuTsl nHGopMmanuu, npuMensemele B MCIIIx
000 TCO «3uHOBBI), 3a KayeCTBO IMPOBOAMMBIX MM pabOT IO oOecledyeHHIO Oe30NacHOCTH
IIEPCOHAIBHBIX JAHHBIX U 32 BCE JIEHCTBHS, COBEpINCHHBIE OT UMEHHU ero yuérHoi 3amucu B MCII/IH,
€CIIH C €ro CTOPOHBI He OBLIO NPEANPHHATO HEOOXOAMMBIX HNEHCTBHH Ul IPENOTBPAIICHUS
HECAaHKITMOHUPOBAHHOTO UCIIOJIb30BAaHUS €TI0 YUETHOM 3alIKCH.

10.2. Anmuauctparop HWCIIJIlH npr HapylleHHMH HOPM, pPETYIHPYIOIIHX IIOIy4YeHHE,
00paboTKy ®  3allUTy  [epCOHANBHBIX  JaHHBIX  CyObekTa, HECET  AUCHHUILUIMHAPHYIO,
aIMUHHACTPATHBHYIO, T'PAXKTAHCKO-IIPABOBYI0 M YTOJIOBHYIO OTBETCTBEHHOCTH B COOTBETCTBHH C
3aKOHOJATEeNIbcTBOM Poccuiickoil Denepany.

10.3. Pasrnammesne mMepcOHANBHBIX JTaHHBIX CyOBeKTa (Iepefada UX IMOCTOPOHHUM JIKIAM, B
TOM YHCIIe OPYTUM COTPYIHHKaM, He MMEIOINM K HEM JOIYCK), UX IyOIMYHOE PacKpbITHE, yTpaTa
JOKYMEHTOB M HMHBIX HOCHTENEeH, CONEep)KalllMX [epCcOHATbHBbIE NAHHBIE CYOBEKTa, a TAKKE HHBIC
HapyIIeHus: 00s3aHHOCTEH IO MX 3aluTe H 00paboTKe, YCTaHOBJIEHHBIX JIOKAILHBIMA HOPMATHBHO-
npaBoBeIMEH akTaMu (npukaszamu, pacnopsxeHmsiMu) OOO TCO «3uHOBBD), BII€YET HANOKCHHE Ha
COTPYIHUKA, UMEIOLIero AOCTYN K MEPCOHAIBHBIM JAaHHBIM, AMCLUILIMHAPHBIX B3BICKAHUH B BHJE!
3ameuanus, Bbiroopa, yBoibHeHHs. Corpymamk OOO TCO «3uHOBBI», HMMEIOLIMH HOOCTYI K

[epCOHAIBLHBIM JaHHBIM CyOBEKTa M COBEpPIIUBINUII yKa3aHHBIA JUCHUINIMHAPHBLA IIPOCTYIIOK, HECET




TOJTHYIO MaTepHAIbHYIO OTBETCTBEHHOCTE B ClIyuae IIPUYUHEHHUS €TO netictusamu yiepoa OO0 TCO
«3uHOBBI» (B cooTBeTCTBUH C 1.7 cT. 243 Tpynosoro konexca P®).

10.3.1. B OTAeNBbHBIX Cilyyasx, IPH pasrIalleHHd MEPCOHANBHBIX MaHHBIX, COTPYAHHK,
COBEpIIMBIINH yKa3aHHBIH MPOCTYNOK, HECET OTBETCTBEHHOCTH B COOTBETCTBHM €O crarteeit 13.14
Komnekca 06 aqMHHACTPATHBHBIX IPaBOHAPYIIEHUIX PD.

10.4. B ciydae He3aKOHHOro cOopa WM IyOJIMYHOTO PaclpOCTpaHCHUA uHpOpMALHH O

YacTHOM JKHU3HU JIHUIA (Hap}’HICHI/ISI HEIPUKOCHOBEHHOCTH qacTHOMU )KI/I3HI/I), npenycMOoTpeHa

OTBETCTBEHHOCTL B COOTBETCTBHH €O CT. 137 YTroJI0BHOTO KOJEKCa POD.

[IpunoxeHus:

1. «KypHan ydera mapoJeil mons3osaresiell HEQOPMALMOHHON CHCTEMBI NIEPCOHATLHBIX NAHHBIX Ha
2 1.8 19K3.;

2. «KypHan ydeTa MAIIIHHEIX HOCHTENEH HHQOPMAIAN) Ha 2.8 1 3K5,;

3. «KypHan ydeTa CpPEACTB 3alUThl HHGbOpMAIIH, SKCILTYaTallMOHHOM W TEXHHYECKOH
JTOKYMEHTAIlMH K HUM» Ha 2 1. B 1 9K3.;

4. «KypHan ydera paGoT B HH(OPMAIMOHHBIX CHCTEMaX MEPCOHANBHBIX JIAHHBIX) Ha 2 1.8 1 oEs,

PykoBOIUTENb IPYIIIIBI 11O )
00CITy)KHBaHUIO CPEJICTB CBA3H L O.H.MapuuueHko
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