J0MKH MHCTPYKLMA OTBETCTBEHHOrO 3a opr 06p MAH
YTBEPXIEHO
HpHKa30M FEHEPANIBHOT'O JUPEKTOpa
000 TCO «3uHOBBI»
Ne 11,01-15.12.20171:

M.IL

Jlo/zKHOCTHASI HHCTPYKIIUSI OTBETCTBEHHOT'0 32 OPraHU3AIHI0 00padoTKH
IePCOHAJIbHbIX JAHHBIX Nt 3

I. OBIIUE ITOJIOKEHU A

1.1. Mannas MHCTpyKIMsA ONpelesseT OCHOBHbIE O0S3aHHOCTH M IIpaBa OTBETCTBEHHOTO 3a
oprauusaiuio 06padotku nepcoHanbHIX JaHHBIX OO0 TCO «3HHOBBIY.

1.2. OTBeTCTBEHHBIH 3a OpraHU3anuio 00pabOTKH MEPCOHATBHBIX JTaHHBIX SBISETCS MITATHBIM
corpyaaukoM OO0 TCO «3uHOBBEI» U Ha3HAUAETCs MPUKA30M Te€HEePATHFHOTO TUPEKTOpA.

1.3. Pemierne BOMpOCOB OpraHu3aluy 3alluThl MepCcoOHANBHBIX naHHEIX B 000 TCO
«3WHOBB) BXOAUT B NPSIMBIE CITIy)KeOHBIE 005S3aHHOCTH OTBETCTBEHHOI'O 3a OpraHH3allHio 00paboTKH
NEePCOHAIBHBIX JaHHBIX.

1.4. OTBeTCTBEHHBIH 3a OpraHuzanuio o6paboTKU MEePCOHAIBHBIX JaHHBIX 00JaJaeT NpaBaMu

JIOCTYyIIa K JTFOOBIM HOCUTEIsIM TTepcoHaNBHBIX JTaHHBIX OO0 TCO «3uHOBEIY.

II. TEPMHWHBI 1 OIIPEJAEJIEHH 1

2.1. ABTomaTn3zupoBanHoe pabodee mecto (APM) — mnepcoHanbHBEIH KOMIBIOTED H
MOJKIIIOYCHHEIE K HeMy mepudepuiiible yeTpolicTBa — MPUHTEP, MHOTO(YHKIIMOHAJIbHEIE YCTPOMCTBa,
CKaHepHI U T.JI.

2.2. BaokupoBaHHe TEePCOHANBHBIX JAHHBIX - BpPEMEHHOE IIpekpalleHue o0paboTKu
[IEPCOHABHBIX JIAaHHBIX (32 HCKIIOUEHHEM CIydaeB, eciu o0paboTka HeoOXonuma Ijs YyTOYHEHHs
MEPCOHATBHBIX IAHHBIX) (cm. 3 @3 PD om 27.07.2006 2. N 152-D3 « O nepconanvHblx OAHHBIXY).

2.3. Joctyn K uH(OPMAIIHA — BO3MOXHOCTh MOMyUeHHUSI HHGOPMAIUKU U €€ HCIIOJIb30BaHUS
(cm. 2 @3 P® om 27.07.2006 e. N 149-D@3 «06 unpopmayuu, uHGOPMAYUOHHLIX MEXHOLOUAX U
3auume urgopmayuuy).

2.4. 3amura uHGOPpMAUMH — IEATSIBHOCTh 1O MPEIOTBPAIEHUIO YTeUKH HH()OpMAaILHH,
HECAHKITMOHUPOBAHHBIX W HEIpeJTHAMEPEHHBIX BO3JIEHCTBHH Ha HH(OpPMAIMIO, TO €CTh Ipolecc,
HaIpaBJICHHBIN Ha JTOCTHKEHUE HH)OPMAITMOHHONH O€30MacHOCTH.

2.5. Aadopmanmss - cBeneHus (cooOleHusl, JaHHBIE) HE3aBHCHUMO OT (OPMBI HX
upenctasieHust (cm. 2 @3 PO om 27.07.2006 2. N 149-@3 «O6 ungpopmayuu, undopmayuoHHvlx
MEXHOI02UAX U 3auyume uHQopmayuu»).

2.6. Mudopmanuonnas cucrema mnepcoHaJbHbIX AaHHBIX (MCIIJIH) - COBOKYIHOCTB

CoAepKalmuxcs B 0azax HaHHBIX IEPpCOHANIBHLIX HTAHHBIX H o0ecrneynBaloNuxX HX 06pa60T1<y
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HH(OPMAITHOHHBIX TEXHOJTOTHH W TEXHUYECKUX CpeAcTB (cm. 3 @3 PO om 27.07.2006 2. N 152-D3
«O nepcoHanIbHbIX OAHHBIXY).

2.7. Hecankuuonupopaunbiii gocryn (HCI) — moctyn x uHpOpMAiMH, XpaHSAIIEHCs Ha
pasIMYHBIX THIAX Hocuteneil (GyMaXKHBIX, MATHUTHBIX, ONTUYECKUX U T. I.) B KOMIIBIOTEPHBIX 6azax
JNAHHBX, (ailoBEIX XPAHWITHINAX, APXUBAX, CCKPETHBIX WacTAX M T. J. PasiMYHBIX OpraHH3alui
IIyTEM H3MeHeHus! ([OBBIIEeH s, (anbCcu(pUuKalnm) CBOUX IIpaB JIOCTyTA.

2.8. Hocureap mHGpopManmy - 1000l MaTepuanbHbli 00bEKT MM Cpe/ia, HCIIONb3yEeMBIH 1A
XpaHeHHUs! WK Tiepeladl HHPOPMAIUH.

2.9. O6paboTKa NMepCOHANBHBIX JAHHBIX - T060e JaeficTBue (OIepalys) Wi COBOKYIHOCTD
feiicTBHil (omepammii), COBEPLIAEMBIX C HCIOJNL30BAHHEM CPEACTB ABTOMATH3ALMH UM 6e3
HCIIONB30BAHAS TAKAX CPEACTB C TEPCOHAIBHBIME  JaHHBIMH, BKIIOYas cOOp,  3aluCh,
CHCTEMATH3aIMIo, HAKOIUICHHE, XpaHEeHHe, yTodHeHHe (OOHOBJIEHME, H3MECHEHHE), MH3BIICUCHHE,
HCTOTB30BAHMe, Tepelady  (pacmpocTpaHeHHe, —I[PEJOCTaBJeHHe, MOCTYI), 00e3NH{MBAHHE,
OJIOKMpOBAHUE, yAJICHUE, YHUUTOKCHHE TIePCOHANIBHBIX NaHHbIX (cm. 3 @3 P® om 27.07.2006 2. N
152-D3 «O nepcoHanvHblx OAHHBIX)).

2.10. IlepconanbHble AaHHBbIE - 100as HHPOPMALHS, OTHOCAIIAACS K IPIMO HIH KOCBEHHO
OTIpe/IeJIEHHOMY HJIH ONpeenIeMoMy (pU3HIeCKOMY JIMIY (cyOBEKTY IIEpCOHATBHBIX TaHHBIX) (cm. 3
@3 PD om 27.07.2006 2. N 152-D3 «O nepcoHanvHulX OGHHBIX)).

2.11. Cpenerpo 3ammurbl HHbopmanun (C3U) — TeXHHYECKOE, MPOrpaMMHOE CPEICTBO,
BEIIeCTBO U (MJIM) MaTepuall, Ipe/JHa3HaYeHHbIC M UCTIOJIE3YEMbIC UTS 3aIIUThI HH(pOpPMAaIIH.

2.12. ¥Yrpo3bl 6€3011aCHOCTH MePCOHATBHBIX JAHHBIX (YBII[In) - COBOKYIHOCTh YCJIOBHH H
(baKkTOpOB, CO3AAIOLIMX OMACHOCTh HECAHKLIHOHMPOBAHHOTO, B TOM HHCIIC cJIydalfHOTO, JOCTyna K
epCOHATLHBIM [AHHBIM, PE3yNbTaToM KOTOPOro MOXKET CTarb YHHUITOXEHHE, H3MCHCHHC,
6I0KHpOBAHHE, KOMMPOBAHKE, PEJOCTABIEHHE, PACIPOCTPAHEHIE [IEPCOHATBHEIX JAHHbIX, 8 TAloKe
WHble HEIPaBOMEpHBIE JeHCTBHSA IMpH MX 00paboTke B HHMOPMAI[OHHON CHCTEME MEPCOHANBHBIX
nausbX (cm. 19 @3 PO om 27.07.2006 2. N 152-@3 «O nepcoHanbHBIX OaHHBIX ).

2.13. YHHUYTOKeHHe ePCOHANBHBIX JaHHBIX - I€HCTBUS, B PE3YJILTaTE KOTOPBIX CTAHOBUTCH
HEBO3MOYKHBIM BOCCTAHOBHTBH COICpKAHHE MEPCOHANBHBIX TAHHEIX B MH(QOPMAIMOHHOM CHCTEME
[IepCOHANBHEIX JIAHHBIX M (WIH) B PE3ybTare KOTOPBIX YHHYTOMKAIOTCS MaTepHaIbHLIC HOCHTCIM

IIepCOHATBHBIX TaHHBIX (cm. 3 @3 PO om 27.07.2006 2. N 152-D3 «O nepconanbHbix OGHHBIX)).

I1II. JOJIZKHOCTHBIE OBSI3BAHHOCTHU

OTBETCTBEHHbII 32 OPraHM3aIiio 0GPabOTKH IEPCOHANBHBIX TAHHBIX 0053aH:

3.1. 3HaTh NepeyUeHb U YCIOBHS 00pabOTKH MePCOHANBHEIX IAHHBIX B 000 TCO «3uHOBBD).

|
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3.2. 3HaTh U NPENOCTABIATh HA YTBEP)KICHHE TeHEPAILHOMY TUPEKTOPY U3MEHEHHS K CIHCKY
JHI, JOCTYII KOTOPBIX K II€PCOHAIBHBIM JaHHBIM HEOOXOIUM JJis BBIIOJHEHHS HMH CBOHX
CIIyXeOHBIX (TPYIOBBIX) 00sI3aHHOCTEH.

3.3. YuyacTBOBaTh B OIpeneseHHH mnojJHoMouui monb3oBateneit MCII[H (odopmiernn
pa3pelnTeIbHON CUCTEMBI IOCTYIIA), MUHUMAJIBHO HEOOXOIUMBIX UM JJIsl BBIIOJHEHHUS CITY>KEOHBIX
(TpynoBBIX) 00S13aHHOCTEH.

3.4. OcywecTBiasATh y4€T OOKYMEHTOB, COAEpJKAllMX IIepCOHAJbHBbIE JaHHBIE, HUX
YHUUTOKEHHE, TUO0 KOHTPOJIb IPOUEAYPhl X YHHUTOKCHHSL.

3.5. broxupoBarh JOCTYN K HepCOHATBHBIM JaHHBIM IIpH OOHApYKEHUU HapyllIeHUH mopsaka
X 00paboTKH.

3.6. PearmpoBaTh Ha TMOMNBITKH HECAHKIIMOHUPOBAHHOTO JIOCTyna K MH(QOpMalHH B
YCTaHOBJIEHHOM CT.4 HacTosed HCTpyKIuy nopsaxe.

3.7. KoHTponmpoBaTh OCYIIECTBICHHE MEPONIPHUATHH IO YCTAaHOBKE M HACTPOHKE CpPEICTB
3aIUTHl HTHQOPMALIHH.

3.8. KOHTpOIMpOBaTh OMEpaTUBHOE BHECEHHE W3MEHEHHH B KOHQHIypanuro TEXHHYECKUX
cpencts UCIIJIn, TpeboBaTh OTpaskeHUs] COOTBETCTBYIONIUX M3MEHEHHUH B « TeXHHYECKOM IIacmopTe
HH(POPMAITOHHON CHCTEMBI IIEPCOHATIBHBIX JaHHBIX).

3.9. ITo yka3aHUIO PyKOBOJCTBA CBOEBPEMEHHO U TOYHO OTPaKaTh U3MEHEHHS B JIOKAIbHBIX
HOpPMATHBHO-IIPABOBBIX aKTaxX MO YIpaBieHHIO cpeactBamu 3amuThl uHdopmamuu B WUCII/IH u
mpaBuiIaM 00paboTKH ePCOHANIBHBIX JIAHHbIX.

3.10. ITpoBOIUTE 3aHSTHS U HHCTPYKTAXKH C COTPYIHUKAMH M PYKOBOAMUTEISIMH CTPYKTYPHBIX
nojpasieneHuii o mopsinke paboThl € IEPCOHANBHBIMM JIaHHBIMA M H3YYCHHE PYKOBOAAMIMX
JOKYMEHTOB B o6acti obecrieyeHrs 0€301acHOCTH [IEPCOHANBHBIX TaHHBIX.

3.11. IIpoBonuUTh pa3OUpaTENbCTBA M COCTaBICHHE 3aKIIOYeHui 1o (akraM HECOOIONCHUS
yCIIOBUi XpaHeHHs HOCHTENeH [ePCOHAIBHBIX TaHHBIX, HApyIIEHUs IPaBHl paboThl ¢ JOKYMEHTAMH,
COZIEPIKAIMME TIePCOHAIBHBIE [JAHHBIE, HJIM 10 APYTHM HAapyIICHHUSIM, KOTOpbIE MOTYT IIPHBECTH K
CHIDKEHHIO YPOBHSI 3aIIUIIIEHHOCTH IEPCOHANBHEIX TaHHBIX.

3.12. KoHTpoImpoBaTh cobmoenne COTPYIHUKAMU JIOKQJIBHBIX TIOKYMEHTOB,
pErNaMeHTUPYIOMIMX MOPANOK paboThl ¢ IPOrpaMMHBIMH, TexHumdeckumu cpenctsamu MCILH 1
[IEPCOHATTLHBIMU JaHHBIMHU.

3.13. BHOCHTL CBOM MpPEUIOKEHUSI II0 COBEPIICHCTBOBAHUIO MED 3aIHMTHI MEPCOHANBHBIX
nanHelx B WCIIJIa, pa3paboTke W NPHHSITAM Mep IO IPEAOTBPAINCHHIO BO3MOXHBIX OIACHBIX
HOCJIEACTBAN HapyIIECHHH, NPUBOMAMNX K CHIKEHHIO YPOBHS 3alIMINEHHOCTH I€PCOHAIIBHBIX
JAHHBIX.

3.14. Opranmu3oBath y4yeT oOpamieHuil CyOBEKTOB INEPCOHANBHBIX JaHHBIX, KOHTPOJIHPOBATH

sanonrerne «KypHana ydera obpaiieHuii cyOpeKTOB epCoHaIbHbBIX JaHHBIX» (IIpunoxenue 1).
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3.15. IIpenctasnare uaTepecst OOO TCO «3MHOBBI»Y MPH MPOBEPKAX HAA30PHBIX OPTaHOB B
cdepe 00pabOTKH epCOHATBHBIX JAHHBIX.

3.16. 3nare 3akoHOAATENLCTBO PD 0 NMepcoHaIbHBIX JaHHBIX, CIEIUTh 3a €0 H3MEHEHHSIMH.

3.17. BeINONHATE UHBIE MEPONPHSITHS, TpebyeMble HOPMATHBHEIMHE JTOKYMEHTAMH IO 3aIlUTeE

NEPCOHAJILHBIX JaHHBIX.

IV. IEUCTBUS ITIPU OBHAPY KEHUH IIOIIBITOK
HECAHKIIMOHUPOBAHHOI'O JOCTVYIIA

4.1. K moneITkam HECAaHKIIMOHHPOBAHHOTO TOCTYIIA OTHOCSITCSI:

4.1.1. ceancsl paboTEl ¢ TEPCOHATBHBIME NTaHHBIMH HE3apPEeTHCTPUPOBAHHBIX II0JIb30BATEIEH,
UM TI0JIb30BATeNIel, HAPYIIUBINUX YCTAHOBJIECHHYIO NEPUOAUYHOCTH HOCTYIA, WIH CPOK JeUCTBHUS
IIOJIHOMOYHUI KOTOPBIX HCTEK, UM MPEBBIIIAIOIINX CBOX MTOJTHOMOYHS MO TOCTYIY K TaHHBIM;

4.1.2. neficTBUS TPETHEro JHUIA, MBITAIOMIETOCS IOMYYHUTh AOCTYN (WM YK€ IOyYHBIIETO
nocryn) k HMCII[IH, npu HcHONb30BaHMM Y4YETHOM 3alKcK  aIMHHHCTpaTopa MM JPYroro
nons3oBarenst WCIIJIH, Meromom mnoxmbopa Iapossi, HCIOJIb30BAaHUS IIApoJid, pa3MIaLIEHHOIO
BIIAEJIbLIEM YUETHOH 3aIMCH WIH JIFOOBIM APYTUM METOJ0M.

42.1lpu BbeIsiBIeHUH (akTa HECAHKI[MOHHPOBAHHOTO JOCTYNla OTBETCTBEHHBIH 3a
OpraHu3aInio 06paboTKU NepCcOHANBHBIX JaHHBIX 00s3aH:

4.2.1. mpekpaTUTh HECAHKI[MOHUPOBAHHBIM TOCTYII K IEPCOHAIILHBIM JIaHHBIM;

42.2. IOJIOXHUTH  TeHEpaJIbHOMY  IUPEKTOpy  ChOyXeOHOW  3amucko o  ¢akre
HECAHKIIHOHHPOBAHHOTO JIOCTYIa, €ro pe3ynbTare (YCIEIIHBIH, HEYCHEIIHBIH) U IpedIpHHATHIX
JEUCTBUAIX,

4.2.3. U3BECTUTh PYKOBOIUTEN CTPYKTYPHOTO TMoOJApasfefieHusi, B KOTOpoM paboTaer
[I0Jb30BaTeNb, OT HMEHH YyUYeTHOH 3amuch  KOTOporo ObUla  OCYIIECTBIEHA  IIONBITKA
HECAHKITMOHUPOBAHHOTO JIOCTYIIA, O (hakTe HECAHKIIMOHUPOBAHHOI'O JOCTYTIA;

4.2.4. m3ectuts amMuuucTparopa OezomacHocTr WCII/IH 0 (axTe HEeCaHKIMOHHPOBAHHOIO

JOCTYyTA.
V. IPABA

OTBeTCTBEHHBIH 3a OpraHu3alnio 00paboTKK MePCOHATBHBIX JaHHBIX UMEET IIPABO:

5.1. TpeboBath OT COTPYIHHUKOB BBIIIOJIHEHHs JIOKAJBHBIX HOPMATHBHO-NIPABOBLIX 4aKTOB B
gacTH paboThI ¢ MEPCOHAIBHBIMYU JAHHBIMH.

5.2. brokupoBath MOCTYym K TMEPCOHAIBHBIM MaHHBIM JIFOOBIX ITOJIB30BATENIEH, €CIH 3TO

H€O6XO,Z[I/IMO JUTA IIPEAOTBPAICHN HAPYIICHUA PEKHUMa 3allIUThI IICPCOHAJILHBIX JaHHBIX.
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5.3. IlpoBomuTs Cily)keOHBIE pACCTENOBAHHS W OIpPANIMBATH IMONB30BaTeNell Mo (axram
HECOOJIIOICHHs YCIIOBUH XpaHEeH S HOCHTeIeil IePCOHATBHBIX NAHHBIX, HAPYIIEHHS IPABHI PAGOTHI C
TEXHHYCCKUMH M TporpamMMHbIMU cpenctBamu VICITJIH, B TOM wumHcie €O CpemcTBaMH 3all[HTHI
HHQOpMallK, WM MO JPYTHMM HApYIIEHHSM, KOTOPBIE MOIYT NPHBECTH K CHIDKEHHIO YPOBHS

3alIUIIEHHOCTH ICPCOHAIIBHBIX NAHHBIX.

VI. OTBETCTBEHHOCTb

6.1. OTBeTCTBEHHBIH 33  OpraHM3alui0 OOpabOTKM  MEPCOHANBHBIX  JaHHBIX  HECET
IIEPCOHANBHYIO OTBETCTBEHHOCTh 3a COOMONeHNe TpeOoBaHUN HacTosIed MHCTPYKIUH, 3a KA9eCTBO
MPOBOIUMBIX MM PaboT 1Mo obecreyeHnto 0e30MacHOCTH MEPCOHANBHEIX JAaHHBIX M 33 BCe JeHCTBHI,
COBEpIICHHBIC OT UMeHH ero y4€THOH 3amucu B UCII/IH, ecnu ¢ ero cTopoHBI He OBUTO MPEANPHHATO
HEOOXOMMMBIX JeHCTBUMH /171 NpeJOTBPAIleHHUs HECAHKIIMOHUPOBAHHOTO HCIIOIB30BAHMA €0 YUETHOI
3aIHCH.

6.2. OTBETCTBEHHBIN 3a OpPraHU3aLUI0 00pabOTKH TEepPCOHANBHBIX MAHHBIX MPH HapYIIEHHH
HOPM, DEryJHpYIOIIUX IOJydeHHe, o0paboTKy M 3alIUTy MEepCOHAIBHBIX JTAHHBIX CYOBEKTa, HECET
JUCLMIIIMHAPHYO, aIMHHHUCTPATUBHYIO, IPaXKAAHCKO-IIPABOBYIO H YTOJIOBHYIO OTBETCTBEHHOCTH B
COOTBETCTBHUH C 3aKOHOIATeNbCTBOM Poccuiickoit @eneparnuy.

6.3. Pasrnamenne nepcoHaIbHBIX JaHHBIX CyOBeKTa (Mepeaada uX MOCTOPOHHUM JIHIAM, B TOM
4HCiIe IPYIHM COTPYIAHHMKaM, HE HMEIOIIMM K HHUM JOIYCK), UX NyOJIMYHOE pPacKpBITHE, yTpara
JOKYMEHTOB M HHBIX HOCHUTEJIEH, COJEpKalluX MepCcOoHATbHBIE NaHHbIE CYOBEKTa, a TaKKe HHBIC
HapylIeHus o0s3aHHOCTEH MO WX 3amuTe U 00padoTke, yCTAHOBICHHBIX JTOKAJIbHBIMU HOPMAaTHBHO-
MpaBOBBIMU akTaMM (mpukazamu, pacnopspkeHusMu) OOO TCO «3uHOBBI), BI€YET HAJIOXKEHHE Ha
COTPYAHHKA, UMEIOLIEr0 JOCTYN K MEepCOHATLHBIM NaHHBIM, AUCHUILIMHAPHBIX B3bICKAHWM B BUIE:
3ameudaHusi, BbIroBopa, yBoJbHeHHS. Corpygauk OOO TCO «3uHOBBI», HMEIOMHH NOCTYI K
MEePCOHATBHBIM JTAHHBIM CYOBEKTa U COBEPIIUBINHMM YKAa3aHHBIM JTUCIUILUIMHAPHBIA IPOCTYIIOK, HECET
MOJIHYIO MaTepHAIbHYIO OTBETCTBEHHOCTD B ClIydae MPUUHHEHHUs eTo JeicTBusiMu yiepba OO0 TCO
«3uHOBBI» (B COOTBETCTBHUU ¢ 1.7 ¢T. 243 Tpynosoro xomekca P®D).

6.3.1. B otnmenpHBIX cllydasiX, NpH pa3TalleHud IepCOHANbHBIX JaHHBIX, COTPYIHUK,
COBEPIIMBIINN YKa3aHHBIA IPOCTYIOK, HECET OTBETCTBEHHOCTh B COOTBETCTBUHM CO cTarbei 13.14
Konekca 00 anMIHUCTPaTHBHLIX MpaBoHApyIeHUsX PO.

6.4. B cnyuae He3akoHHOTO cOopa WK MyOIMYHOTO pacupocTpaHeHus HHQOpMaIluu 0 YacTHOM
KU3HU JHIa (HapylIeHus] HeMPHUKOCHOBEHHOCTH YaCTHO KH3HU ), TIPEIYCMOTpPEHA OTBETCTBEHHOCTH B

COOTBETCTBHUHU cO cT. 137 YronosHoro xoaexca PO.

C oonorcHocmuou uHempyKyuel 03HAKOMILEH.!
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I'maBHBI OyXxrantep Hemumesa M. A.




