MHCTpYKUMA OTBETCTBEHHOrO 33 OpraHu3auuio obpaboTku MH

[HPUJTIOKEHUE
K pacnopsokeHro OO0 TCO «3uHOBBIY

ot 15 nexabpst 2017 roma Ne

HHCTPYKIUSA
15.12:2017 & Ne

r. Kupos
OTBeTCTBEHHOI0 32 OPraHU3ALII0 00pabOTKH
MePCOHAJbHBIX JAHHBIX

I. OBIIUE MOJIOKEHUSA

1.1. Mannas MHCTpyKuusl ompeaesieT OCHOBHBIC OOS3aHHOCTH M IIpaBa OTBETCTBEHHOIO 3a
oprarmsanuto o0padboTku nepcoHanbHBIX NaHHbIX OO0 TCO «3uHOBEI»

1.2. OtBeTcTBEHHBIN 3a Oopranu3anuio 06paboTKH MEPCOHANBHBIX JAaHHBIX SBIISETCS IITATHBIM
cotpyaaukoM OO0 TCO «3uHOBBEI» U Ha3HAYAETCS MPUKA30M PYKOBOIHTEIIS.

1.3. Pemenrie BOMPOCOB OpraHW3alldé 3alUThl MepCOoHaNbHBIX maHHeix B OO0 TCO
«3MHOBBL) BXOAUT B NpsIMBIE CIIy>K€OHBIE 00S3aHHOCTH OTBETCTBEHHOTO 3a OpPraHU3aIuio 00paboTKu
MEPCOHATBHBIX TAaHHBIX.

1.4. OTBeTcTBEHHBIH 3a opraHu3anuo 00paboTKK MEepCOHAIBHBIX JaHHBIX 00NagaeT mpaBaMu

JIOCTyTIA K JTFOOBIM HOCUTENSIM TiepcoHaNTbHBIX TaHHBIX OO0 TCO «3uHOBBIY.

II. TEPMHHBI 1 OITPE JEJIEHUA

2.1. ABromaTusnpoBanHoe pabdodyee mecto (APM) — mnepcoHalIbHBIH KOMIIBIOTED U
MOIKITIOYCHHBIE K HeMY mepudepuiiHbie yeTpoHCTBA — MPUHTEP, MHOTO(YHKIIMOHAIBHEIE YCTPOMCTBa,
CKaHepHl U T.J.

2.2. BiokupoBaHHe IMePCOHAJBHBIX JIAaHHBIX - BpEeMEHHOE TMpeKpamieHne o06padoTKu
MEepPCOHATBHBIX JaHHBIX (32 HCKIIOUYEHHEM ClydaeB, eciau oOpaboTka HeoOXxoauma Il yTOYHECHHS
MEPCOHABHBIX NaHHBIX)(cm. 3 @3 PP om 27.07.2006 2. N 152-D3 « O nepcoHansHvlx OGHHBIX ).

2.3. loetyn Kk uHpOpMAIHH — BO3MOXXHOCTh TOJy4YeHHs] HHpOpMaH U e€ UCIOJIb30BaHUS
(cm. 2 @3 P® om 27.07.2006 o. N 149-D3 «O6 ungpopmayuu, uHGOPMAYUOHHBIX MEXHOIOSUAX U
3auyume uHgopmayuy).

2.4. 3amura uHGOpMANMH — JEATSIBHOCTh IO MPEIOTBPAIICHUIO YTeUKH HH(POpPMAIINU,
HECAHKIIMOHUPOBAHHBIX U HEIMpeIHAMEPEeHHBIX BO3MEHCTBUI Ha HH(MOpMalHio, TO eCTh IIpoIece,

HaIpaBIeHHBIN Ha TOCTHXKEHHE MHPOPMAITMOHHON Oe30TacHOCTH.




2.5. Audopmanus - cBeneHus (COOOIEHHUs, MHaHHBIC) HE3ABHCUMO OT (QOpPMBI  HX
npencrasienus (cm. 2 @3 PO om 27.07.2006 e. N 149-@3 «O6 unpopmayuu, ungopmayuonvlx
MEXHONI02UAX U 3aujume UHGopmayuuy).

2.6. Undopmannonnass cucremMa mnepcoHadbHbIXx AaHHbIX (MCIIH) - COBOKYIHOCTH
colepikammxcsd B 0as’aX NaHHBIX IE€PCOHATBHBIX HaHHBIX M OOecnedyuBaroImux ux o0paboTky
UH(QOPMAIIMOHHBIX TEXHOJIOTHH M TEXHUYECKHX cpelacTB (cm. 3 @3 PO om 27.07.2006 2. N 152-D3
«O nepcoHanbHvIX OAHHBIXY).

2.7. Hecankunonnposanubiii goctyn (HCJ) — moctyn k mHpOpManuu, XpaHsieiics Ha
pa3JIMYHBIX TUIAX HOCHUTENeH (OyMa)KHBIX, MAarHUTHBIX, ONTHYECKHX U T. 1.) B KOMIBIOTEPHBIX Oazax
JaHHBIX, (alIOBBIX XPAaHWIMIAX, apXWBaX, CEKPETHBIX YaCTAX W T. M. PA3IHYHBIX OpPraHU3aI[Hif
MyTéM N3MEHEHUS (TTOBBIICHHS, GATbCHPUKAIIMN) CBOUX IPaB A0CTYyIIA.

2.8. Hocuress nagpopManmnu - 1000l MaTepranbHbId 00BEKT WM CPela, HCIIOIb3yeMBbIi TS
XpaHeHUS WITH Iepeaadd HHGOPMAIIHH.

2.9. O6pabdoTKa mepCcOHAIBHBIX JAaHHBIX - JT0OOE AeiicTBUe (omepalus) Uil COBOKYIIHOCTh
JeWCTBUH (omepanuii), COBEpIIAEMBIX € HCIOIB30BAHUEM CpPEICTB aBTOMAaTH3alud MM 0e3
UCIIOJB30BAHUS. TaKUX CPEACTB C MEpPCOHATBHBIMU JaHHBIMHU, BKJIto4yas cOop, 3almuch,
CHCTEMAaTH3allil0, HaKOIUIeHWe, XpaHeHHWe, yTOouHeHHe (OOHOBIIEHHE, H3MEHEHHE), H3BJICUCHUE,
HCIIOJIB30BaHMe, Iepefady (pacmpocTpaHeHWe, MpelocTaBleHHe, JIOCTYI), OO0e3IHMYUBaHue,
OJ0KHpOBaHKe, YAaJeHHe, YHHITO)KEHHE [IePCOHATIBHBIX AaHHBIX (cm. 3 @3 PD om 27.07.2006 2. N
152-D3 «O nepcoHanvbHblx OAHHBIXY).

2.10. IlepconaabHble JaHHBbIE - M100as HHGOPMAIU, OTHOCAIIAACSA K IPIMO MM KOCBEHHO
OmpeeIeHHOMY HJIH OIpelensieMoMy (GpHu3ndecKoMy JULY (cyObeKTy epCOHANBHBIX NaHHEIX) (cm. 3
D3 PO om 27.07.2006 &. N 152-D3 «O nepconaibHbix OGHHBIXY).

2.11. CpeacrBo 3amuTel HHpopmannu (C3U) — TexHHYecKoe, IPOrpaMMHOE CPEICTBO,
BEIIECTBO H (HMJIM) MaTepuall, IpeIHa3HaueHHBIE HITH HCTIOIb3YEeMBbIe JUTS 3aIU Tl HH(OPMAaLUH.

2.12. Yrpo3bl Oe3onacHocTH NepcoHaabHbIX JaHHBIX (YDBIL/IH) - COBOKYIIHOCTE yCIOBUH U
(GaKTOpoOB, CO3MAIOMIMX ONACHOCTH HECAHKIIMOHHPOBAHHOTO, B TOM YHCJE CIy4alHOro, IOCTyIa K
IEPCOHAIBHBIM JaHHBIM, pPE3yJIbTaTOM KOTOPOIO MOMKET CTaTh YHHYTO)KEHHE, H3MEHEHHE,
GIOKHpOBaHKe, KOMHPOBAHHE, MIPEIOCTaBICHUE, PACIIPOCTPaHEHHE IEPCOHAIBHBIX MaHHBIX, a TaKKe
UHBIE HEMPaBOMEPHbIE NeiicTBUS HpH UX 00paboTke B MHGOOPMALMOHHOM CHCTEME MEPCOHAIBHBIX
nMaHHEIX (cm. 19 @3 PD om 27.07.2006 2. N 152-@D3 «O nepcoHanbHuIX OAHHBIXY).

2.13. YHHYTOKEHHE TTePCOHATbHBIX JAHHBIX - JEACTBUS, B PE3yIbTaTe KOTOPEIX CTAHOBUTCS
HEBO3MOKHBIM BOCCTAHOBHTH COJIEp)KaHHME MEePCOHATBHBIX TAHHBIX B HH()OPMALMOHHOH CHCTEME
[EePCOHANBHBIX JAHHBIX W (WJIHM) B PE3yJbTaTe KOTOPBIX YHHYTOXKAIOTCH MaTE€pPHAIbHBIC HOCHTEIN

HEPCOHANBHBIX JAHHBIX (cm. 3 @3 PD om 27.07.2006 . N 152-D3 «O nepcoHanbHblx OGHHbIX ).




1. JOJIZKHOCTHBIE OBA3AHHOCTU

OTBETCTBEHHBIN 3a OPraHU3AIHNI0 00pPadOTKY [TEPCOHANBHBIX NaHHEBIX 00sI3aH:

3.1. 3Hath nepeyeHsp U ycnoBus 06padoTku nepcoHaTbHBIX TaHHBIX B OO0 TCO «3uHOBBIY.

3.2.3HaThb M NpeAOCTaBIATh HA YTBEPXKJICHHE PYKOBOJUTEIIO HM3MEHEHHS K CITHCKY JIHII,
JOCTYII KOTOPBIX K NEPCOHAIBHBIM JIaHHBIM HEOOXOAMM MJisl BBIIOTHEHUS UMM CBOHMX CITYKEOHBIX
(TpyIOBBIX) 00s3aHHOCTEH.

3.3. YuacTBOBaTh B olpeneieHud nojHomounit momib3oBatenedt MCIIJH (odopmuernn
pa3pelnTeabHON CUCTEMBI JOCTYTa), MUHUMAIBHO HEOOXOIUMBIX UM JIJISl BBIIIOJTHEHHS CITY)KeOHBIX
(TpyOBBIX) 00s3aHHOCTEH.

3.4. OcymecTBisATh y4éT JOKYMEHTOB, COAEpXAIIUX [EpPCOHAJIbHBIE JaHHBIE, WX
YHUYTOXEHHE, JIMOO KOHTPOJIb IPOIEAYyPhl X YHUUTOKESHHSL.

3.5. briokupoBath JOCTYH K IEPCOHAIBHBIM JaHHBIM IIpU 0OHApPYKEHWU HapylLIeHUH Hopsaka
X 00paboTKH.

3.6. PearupoBaTh Ha TIONBITKA HECAHKIIMOHMPOBAHHOTO JOCTyma K HH(pOpMaluud B
ycTanoBieHHOM 1.1V HacTosmeid MHCTpyKIuu mopsiike.

3.7. KoHTponupoBaTh OCYIIECTBICHHE MEPOIPUATHN 110 YCTAHOBKE M HACTPOMKE CPENCTB
3aIUTH HH()OPMALIUH.

3.8. KoHTpoaupoBaTh oOmepaTuBHOE BHECEHHE H3MEHEHHWH B KOH(HUIYpalMIO TEXHHUECKHX
cpencte MCIIIH, TpeboBaTh OTpakeHHsI COOTBETCTBYIOIINX M3MEHEHUH B « IeXHMYECKOM MaclopTe
HH(POPMAITMOHHON CHCTEMBI IEPCOHATIBHBIX JAHHBIXY.

3.9. ITo ykxazaHHIO pYKOBOJCTBA CBOEBPEMEHHO U TOYHO OTPa’KaTh H3MEHEHHUS B JIOKAIHHBIX
HOPMATHBHO-IIPABOBBIX aKTaX IO YIpaBJICHHIO cpejacTBaMu 3amuThl uHpopmanuu B HUCIIIa u
mpaBmiIaM 00paboTKU MepCOHATBHBIX NaHHBIX.

3.10. ITpoBOUTE 3aHATHUS U UHCTPYKTAXH C COTPYJHHUKAMH H PYKOBOIUTEISIMH CTPYKTYPHBIX
noJpa3aeieHuiHo TMopsiake paboTel ¢ MEPCOHANBHBIMH JaHHBIMH W H3Y4€HHE pPYKOBOIALIMX
JIOKYMEHTOB B 001acT obecrieueHus: 6e301macHOCTH NEPCOHAIBHBIX JaHHBIX.

3.11. IIpoBomuTh pa3OHpaTeNbCTBA M COCTABICHHE 3aKIIOYeHHH 10 (akTaM HecoOmoAeHus
yCIOBHH XpaHEHHS] HOCUTENEH MepcOHATBHBIX NaHHBIX, HApYyIIEHUs MPaBUi PabOTHI ¢ JOKYMEHTaMH,
COZepIKAIMUME MePCOHATbHBIC NaHHBIE, WM IO IPYT'MM HapyLIEHHSAM, KOTOPbIE MOTYT IIPHBECTH K
CHIYKCHHIO YPOBHSI 3aLIUIIEHHOCTH IIEPCOHAIBHBIX JaHHBIX.

3.12. KoHTponupoBarb coOmoaeHue COTPYAHUKAMH JIOKaJIbHBIX JIOKYMEHTOB,
pErnaMeHTUPYIOMHNX TOPSIOK paboThl ¢ MPOTpaMMHEBIMH, TexHmueckumu cpenacrsamu MCILIa u

IIEPCOHAJIbHBIMUA JaHHBIMH.

e —




3.13. BHOCHTL CBOHM MNpPEUIOKEHHs IO COBEPIICHCTBOBAHHIO MEP 3allMTHI MEPCOHAIBHBIX
nanueix B MICIIIH, pa3spaGoTke W UpPUHSTHH Mep IO MNPENOTBPAIICHHUIO BO3MOMKHBIX OMNACHBIX
NOCJIICTBAN HApYIIECHUH, NPHBONAMIMX K CHIDKCHHIO YPOBHS 3alllMIIEHHOCTH IE€PCOHAIBHBIX
JAHHBIX.

3.14. Opranus3oBare y4eT OOpallleHH# CYyOBEKTOB IMEPCOHANBHBIX TaHHBIX, KOHTPOIHPOBATH
3anonnenne «KypHana ydeTta oOpalneHnii cyObeKToB mepcoHanbHbIX JaHubix» (IIpmioxenue 1).

3.15. Ilpencrasnare uaTepecsl OOO TCO «3MHOBBD) IpH MpOBEepKax HaA30PHBIX OPTaHOB B
cdepe 06pabOTKH MePCOHATBHBIX JaHHBIX.

3.16. 3HaTh 3akoHOAATENRCTBO PD 0 MepcoHANbHBIX JAaHHBIX, CICIUTh 3@ €r0 U3MEHEHUIMHU.

3.17. BpIIOTHATE MHBIE MEPOIPUATHUS, TpeOyeMble HOPMATUBHBIMH JOKYMEHTAMH II0 3allUTe

NIEPCOHAIBHBIX JaHHBIX.

IV. JIEVCTBUSI ITPU OBHAPYKEHIH IOIIBITOK
HECAHKIIMOHUPOBAHHOT' O JOCTYIIA

4.1. K momnbITKaM HECAHKITMOHUPOBAHHOTO JOCTYIIA OTHOCSITCSI:

4.1.1. ceancsl paboTHl ¢ NMEPCOHATBPHBIMU JAAHHBIMH HE3aperUCTPUPOBAHHBIX 110JIb30BaTEIIEH,
WM TOJIb30BaTeNiel, HApYIIMBIINX YCTAHOBIEHHYIO MEPUOJUYHOCTH NOCTYIA, HJIH CPOK AeHCTBUS
MIOJTHOMOYHH KOTOPBIX UCTEK, UITU IIPEBBIIAIONINX CBOU IOJTHOMOYHMS [10 JOCTYITY KIaHHBIM;

4.1.2. meficTBUsS TPETHETO JIMIA, THITAIOIMIETOCS TMOMYYUTh JOCTYHN (MM yXKE IOIy4HBIIETO
noctym) k UCII/IH, mpuUCIONb30BaHUN YUETHOR 3alIMCH aIMUHUCTpATOpa UK APYToro MOJIb30BaTeN ]
NCTI]IH, meTomoM moadopa Mmapoiisl, UCIOJIb30BAHUS MapoJisl, Pa3rIallléHHOrO BIIALENbIEM YYETHOM
3aIUCH WIH JTOOBIM JPYTHM METOOM.

4.2. Ilpu BeIsIBIeHUH  (hakTa  HECAHKIMOHHPOBAHHOIO  JIOCTyIa  OTBETCTBEHHBIA 34
opraHu3anuio 00paboTKU MEPCOHATIBHBIX TaHHBIX 00s3aH:

4.2.1. mpeKpaTHUTh HECAHKIIMOHUPOBAHHBINM JOCTYII K IEPCOHAIBHBIM JaHHBIM;

4.2.2. nonoxuthk redepaigbHoMy aupekTopyOOO TCO «3uHOBBY CIyKeOHOM 3alHCKOH O
(Gakre  HECAaHKIMOHHPOBAaHHOTO  JOCTYIa,  €ro pe3yiabraTe  (YCHIEIUHBIA,  HEYCIEIIHbIH)
U TPEANPUHATHIX TeHCTBUSAX;

4.2.3. u3BECTUTh PYKOBOIMTENSA CTPYKTYPHOrO TOApa3feNeHus, B KOTOPOM paboTaeT
[OJIL30BaTelb, OT HMMEHH  Yy4YeTHOW  3amuci  KOToporo  OblIa  OCYINECTBIEHA  IIOIBITKA
HECAHKITHOHHPOBAHHOTO JIOCTYTIA, O (haKTe HECAaHKIIMOHHMPOBAHHOTO NOCTYIIA;

4.2.4. u3Bectuth aaMuuuctpatopa 6esomacHocta MCIIn o ¢dakre HeCaHKIHOHHPOBAHHOIO

JOCTYyIIA.

V. IIPABA

meae




OTBETCTBEHHBIH 3a OPraHU3aio 00paboTKU TePCOHATBHBIX TAHHBIX HMEET IPaBO:

5.1. TpeboBaTk OT COTPYIHUKOB BBIIOJTHEHHUS JIOKATBHBIX HOPMATHBHO-IIPABOBBIX aKTOB B
4acTH paboThI ¢ IEPCOHAIBHBIMU JAHHBIMH.

5.2. bnokupoBaTh JOCTYIl K IIepCOHAIBHBIM JAaHHBIM JIFOOBIX IIOJB30BaTeNlell, eCclad 3TO
HeoOX0UMO JIJIS IIPeJOTBPAIleHHs] HAPYILIIEHHS pe)KUMa 3alUThI TEPCOHATHHBIX JTAHHBIX.

5.3. IlpoBoauTk ciy:keOHBIE paccienoBaHUsS M OIpalldBaTh IIOJb30Bareieii mo (daxkram
HEeCOOIIOIeHHS yCIOBHM XpaHEeHUsl HOCUTelIeld MepCOHABHEIX NaHHBIX, HAPYLIEHUS MpaBul paboThI ¢
TEXHUYECKMMHM M mporpaMMHbIMU cpeiactBamu VMCIIJIH, B TOM uYucie €O CpeICTBaMH 3alllUThI
uHboOpMallK, WU [0 APYTUM HApPYIIEHUSM, KOTOphIE MOTYT IPHUBECTH K CHWXEHHIO YPOBHS

3AIMUIIEHHOCTH IIEPCOHAIBHBIX JaHHBIX.

VI. OTBETCTBEHHOCTbD

6.1. OTBeTcTBeHHBIM 3a opraHuzamuio 00pabOTKHM  MEPCOHANBHBIX  JaHHBIX  HECET
MePCOHATTLHYIO OTBETCTBEHHOCTD 3a coOrofenue TpeboBaHuit HacTosmeld MucTpyknuu, 3a Ka4ecTBO
[IPOBOJMMBIX MM paboT mo obOecneueHuro 0e30IacHOCTH IEPCOHATIBHBIX JAaHHBIX M 34 BCE NECHCTBHS,
COBEpIIIEHHBIE OT UMEHH ero yuéTHoi 3ammcu B VICIT/IH, ecim ¢ ero CTOpPOHBI HE OBLIO NMPENPHHATO
HeOOXOAMMBIX IeHCTBHI IJIS MpeA0TBpalleHNsl HeCAaHKIIMOHUPOBAHHOTO UCIIOJIb30BAHUS €r0 yUETHOH
3aIlkCH.

6.2. OTBEeTCTBEHHBIM 3a OpraHu3anuio 0OpabOTKH NMEPCOHAIBHBIX NAHHBIX IPH HaApyLICHHH
HOPM, PETYJIHUPYIONIMX MOJy4eHHe, 00paboTKy M 3alluTy HNEepCOHAIBHBIX NAHHBIX CyOBEKTa, HECET
IUCLHUITAHAPHYIO, aIMHUHUCTPATUBHYIO, TPaKIaHCKO-IIPABOBYIO H YTOJIOBHYIO OTBETCTBEHHOCTH B
COOTBETCTBHH C 3aKOHOMareNbcTBOM Poccuiickoit @enepanui.

6.3. Pasriaiienue nepcoOHATBHBIX JIAHHBIX cyOBEKTa (Iepeada UX IIOCTOPOHHHUM JIHIIaM, B TOM
YpClie JAPYTHM COTPYAHHKAM, HE HMMEIOIMM K HHM JIOIYCK), MX IIyOJIMYHOE paCKphLITHE, yTpaTa
JOKYMEHTOB M HMHBLIX HOCHTENlel, ColepiKaliX IepCcOHaIbHbIE NaHHBIE CyObeKTa, a TaKKe HHbIC
HapyIlleHus 00s3aHHOCTeH 0 UX 3alluTe U 00paboTKe, YCTaHOBIEHHBIX JIOKAIBHBIMH HOPMATHBHO-
npaBoBeIME akTaMu (rpukazamu, pacnopsokeHusMH) OOO TCO «3uHOBBI», BI€YET HAJIOKCHHE HA
COTPYIHHKA, MMEIOIIEro JOCTYH K MEePCOHAIBHBIM JaHHBIM, AMCLMIUIMHAPHBIX B3bICKAHWH B BHIE!
3ameuanud, BbiroBopa, yBodbHeHHS. CoTpynuuk OOO TCO «3uHOBBD), HUMEIOIIUA TOCTYyO K
[EPCOHANEHBIM JTaHHBIM CyOBEKTa M COBEPIUMBIIMHN YKa3aHHBIA JUCHUIUIMHAPHBIN IPOCTYIIOK, HECET
HOJIHYIO MaTepHabHYIO OTBETCTBEHHOCTE B cilydae IpHYHHEHHUS ero AefictBusamu ymepdba OO0 TCO
«3uHOBB (B cOOTBeTCTBHH ¢ 11.7 cT. 243 TpynoBoro koxexca PD).

6.3.1. B OoTmenbHBIX CiIy4asx, NPH pasTJallleHud [NEPCOHAJIBHBIX NaHHBIX, COTPYIHHK,
COBEpIUMBIINH YKA3aHHBIM MPOCTYIIOK, HECET OTBETCTBEHHOCTh B COOTBETCTBHM CO crarbed 13.14

Komexca 06 aqMUHUCTPATHBHBIX IIpaBOHAPYIIEHUSIX PD.




6.4. B ciryuae HezakoHHOTr0 cOOpa WK MyOIMYHOTO PaCIpOCTpaHeHHs HHPOPMALUT O YaCTHOM
YKM3HH JIMIa (HapyIIeHHs] HENIPUKOCHOBEHHOCTH YaCTHOU KHU3HH ), MPEAYCMOTPEHa OTBETCTBEHHOCTD B

COOTBETCTBHUHU cO cT. 137 Yromosuoro xonekca PO.

[Ipunoxenwus:

1. «KypHan yuera obpameHuii cyObeKTOB MePCOHANIbHBIX IaHHBIX» Ha 2 JI. B 1 3K3.

2. «KypHan yuera npoBepoK IOpUANYECKOTO JIHIla» Ha 3 1. B 1 9K3.

PykoBonurens rpynmnel mo —
00CITy/)KUBAHHUIO CPEJICTB CBSI3H (&4 O.H.MapunueHko

-
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